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Helping parents keep their
children safe online.

r@

We've designed a simple checklist to give -
you peace of mind regarding your child's

safety on the internet.

Set your children's device up before you give it to them so

you krow they're safe online as soon as they start playing. ' - m

Get started

St parental controls on

your broadband to prevent

For smart phones check
parental controls are
gleo set up on the
michile network

your children seeing things
they shouldn't

Set up the device safely

Use the device setling

B you can only downlosd @
age approprigts apps :
and garmes {

Diowenload age appropriete
@ apps yours happy for
J your child touse

Crisable kpcatbon services
g0 your child dossm't
unirtentionally shars
their location with others

Set up password control

ar disabls in-app purchasing
&0 big bills are not run wp
accidemntaly

Talk about staying safe

mp,

L2,

e,

i your children are 8-10 years
old, dowmload our parent /
child Intermet Matters app to

help you talk about e-safety
igswes in an intsractive weay.

Be aware of key issuss and
how to discuss them with
your children se they know
Frovew to stay safe online

If your child i using social
networking apps check their
profile and privacy settings,

making sure they are not
sharing perscnal or privabe

information with pecple
they do not know




Why children
usa soclal media

= Entertainment
- Belonging

- Confidence

= Popularity

= Self-esteem

= Expiression
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Soclal networking Is hugely popular.

Mamy young people are sophisticatad In the
way they use soclal medla apps and websies,
talloring thelr communicadon for different
audiences, and ACcessing them fiom a range
of devlces Including smartphones, tablets,
and games consoles.

But sodlal rmedla, ke 2l formms of public
communication, comes with some risks. Mot all of
thse risks turm Into actual problems; and IF childnen
nener face any risks, they nevar leam how to deal
with them. By nelping your child understand what
the risks are, you can play a big part In preventing
tham from tuming Into proolems.

Understand the risks children may need to deal with

What they could see or do:

= Soging or sharing of wviolant ®

Who they might meet: How this could affect them

Paopla who might bully, =  Faar of missing out laading to

NSPCC

saxuzal ard pormographic contarnt
Inaccuraba or falza iInformation
and axtrama Waws

Promotion af karmibul

behasdours iIncluding saif-harm,
anomxda and =uicida

Cwar-sharing of

personal Information
Acthvaly or unintentionaly
getting imvohsed in
bulhying or hurtful
behaviowr

intimidate or frightan
Paopla posing bahind
fake prafiles for

- Mischiaf.making

- Sawual grooming and
stalking

~- Blackmall and axtcetion

- Idantity theft and hadking

Y

ExCRsEhsg USa of adaggaration

Caatting upsat by things thay
hava szen and being urcartain
about what to da

Engaging, or being prasured
irito engaging in rmana risky
behaviowr aithar by acddant
or by design

Dievaloping urrealistic, and
perhaps deprassing idaals of
body image ard ganda
Eacoming subjoct to paar

prassurg of inbaractions: that ame
Initznza ar o dffioult o handie:

Y = Craating an onlina reputation
. ' that may creata problams for
_— - tham In tha futura
-

UK, Couwncil for
intamnes Selaky
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Keep talking and stay involved

In a mobile age, children can't be completely
protected, even by the best privacy controls;
another child may use different settings.

So it’s important to keep talking to your
child about the implications of social media.

Practical tips to help minimise
the risks your child might face

It's good practice for apps and websites to
have safety advice and well-designed safety
featwres which can make a real difference to
b safe your child will be when using them.

Work through safety and privacy features on
the apps that your child is using, or might uss
Make sure they understand the point of these
and how to use therm Don't be put off by
believing your child knows more than you:
the tools are actually Quite easy to manage.

Getting a sense of whiat they think is a usefu
place to start; you may be sunprised by o
miuch thought they may hawe given to the isswes
Encowurage your child to think carefully about
the way they, and others behave online, and
hiower they milght deal with difficult situations

+ Ask them to show you which social media =

apps they use and what they like about
therme Talk about how they use them
and what makes them so engaging

Explain how you can wuse privacy
settimgs to make sure only approved
friznds can see posts & images.
Check if any of their apps have

'‘geo-location’ enabled, sharing their
location unintenticonalb:

Show them how to report offensive
camments or block people who upsat them.

Check "tagging” settings so that when

Pecple may not always be who they say
they are online: howsr can this create problems?

Wiy is it unwise to meet anyone in the
real wiorld that you've only ever met onling?

Even if you think your messages are private
rermemiber that words and mages can
always b= captured and broadcast

People present themselves differently
online - do they really look like that?
Are they ahweays having that good a time?

Be ayeare that screens, and especially
being anomymous, can lead peoplhe to say
thimgs they wouldn't say to someone's face.

others are posting or sharing photos anline,
your child's identity is not revealed. Also, get
people’s consent before sharing photos

+« ‘What does being a good friend and a
likeable person online ook like?

+ There can be pressure to be part of a
particular group cnline or tobe sean
to b following a certain set of ideas.
Howw can you take a step back and make
your own decisions?

» Encourage your child to come and talk to
youu if they see= anything that upsets them.

For mone Information

You can find owt more about how children use Concermed about online groaming
social media, the apps they use. the risks they or sexual behaviour online? Contact
face, how to use privacy settings, and advice CEOP: warw.ceop.police.uk

and tips about how to t3lk to your children at:

To make a report

IF you stumible across criminal sexxual or
obscene content on the imtemet you should
report it to the Inbernet Watch Foundation:
wnanaLiwlong.ulk

whanaschildnet.comyfsns
wnanwsinbermetmatters.org
wnanws.nspoc.ongulfonlinesafety
wnanw, parent zone.org.auk
wnanwsthinkyouknow.co.uk/parents
wnanw. askaboutgames.com
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Use a strong
password

(D

Change settings
to private

(D

Use an alias and
avoid personal
pictures

(O

Consider the
minimum age

(O

Don’t include
date of birth and
other personal
information

O

Show your child
how to block
and report

(O

Don't accept
friend requests
from strangers

(D

Switch off
location services

Tell them to
think before

they post
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/Reception Mathﬁ

Reception pupils have been exploring the numbers 5, 6 and 7. They then played shops to aic

their understanding.




